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1
Decision/action requested

It is suggested that the new Key issue is added to the study in TR 33.807
2
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3
Rationale

In the SA2 study for WWC, TR 23.716 [2], the following has been concluded regarding mobility in trusted Non-3GPP access:

- 
“A TNAN shall be able to support EAP Re-authentication, as specified in RFC 6696 [28]. In the special case of a trusted WLAN access network, the EAP Re-authentication enables the support of Fast Initial Link Setup (FILS), specified in IEEE 802.11ai. The TNGF shall implement the functionality of an ERP server and the "Intra-TNGF Mobility" procedure specified in clause 7.1.3.5.1 shall be supported.”
-
“During the normative phase of the work, it will be decided if the "Inter-TNGF Mobility" procedure shall be supported.”
For an illustration of a Trusted Non-3GPP Access Network, see Figure 7.1.1-2 in TR 23.716 [2], copied here for convenience of the reader. 
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Figure 1 (Figure 7.1.1-2 in TR 23.716): A TNAN with multiple TNAP and TNGF instances

This document proposes a new key issue for derivation of TNAP keys using EAP-Re-authentication during Intra-TNGF mobility.
As the abbreviations TNAN, TNAP and TNGF are part of now SA2-endorsed solutions, we also propose to introduce them properly in 33.807 now.

4
Detailed proposal

********** 1st CHANGE **********
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********** 2nd CHANGE **********
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [[1], TR 23.716 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

TNAN
Trusted Non-3GPP Access Network
TNAP
Trusted Non-3GPP Access Point

TNGF
Trusted Non-3GPP Gateway Function
********** 3rd CHANGE **********
5.x
Key Issue #x: TNAP Mobility for trusted non-3GPP access

5.x.1 Key Issue details

In TR 23.716 [2], it has been concluded that mobility between TNAPs shall be supported and for that purpose, EAP re-authentication (ERP) as specified in RFC 6696 [aa], shall be used:

"A TNAN shall be able to support EAP Re-authentication, as specified in RFC 6696 [28]. In the special case of a trusted WLAN access network, the EAP Re-authentication enables the support of Fast Initial Link Setup (FILS), specified in IEEE 802.11ai. The TNGF shall implement the functionality of an ERP server and the "Intra-TNGF Mobility" procedure specified in clause 7.1.3.5.1 shall be supported."
Further, according to the conclusion from TR 23.716 [2] above, the TNGF shall take the role of the ERP server. This would mean that the TNAP would act as the ERP authenticator and the UE the peer according to the terminology in RFC 6696 [aa].

The benefit of ERP is to be able to get fast re-authentication, without having to do a full EAP authentication. However, ERP is not specifically specified with mobility in mind. 

ERP defines a key hierarchy that can be simplified to the following:

rRK
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+--------+--------+

| | |

rIK rMSK1 ...rMSKn
where 

rRK is the re-authentication Root Key, derived from the EMSK (from the EAP authentication). 

rIK is the re-authentication Integrity Key, derived from the rRK. Used for the integrity protection of all messages between the peer and the ERP server
rMSK is re-authentication MSK, derived from the rRK. 
The following needs to be considered:

· ERP defines the roles of ERP peer, ERP authenticator and ERP server. It does not define if there can be a one-to-many relation between the different roles. In the suggested architecture illustrated in Figure 7.1.1-2 of TR 23.716 [2], however, one TNGF can be connected to more than one TNAP. 

· Mapping of ERP keys to the architecture for trusted non-3GPP access (e.g. rRK to TNGF key?, rMSK to TNAP?)

· Key derivation
· According to RFC6696 [aa], the rMSK is derived from the rRK and a sequence number. It needs to be studied whether this separation is sufficient, or whether additional separation is needed for mobility between TNAPs. 

· Transfer of the TNAP keys from the TNGF to the TNAP, and protection mechanisms for them.
5.x.2 Security Threats

TBD 
5.x.3 Potential security requirements

TBD 
********** END CHANGES **********
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